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POLICY
Information Security Awareness Training Policy

POLICY CATEGORY
Information Technology Services

PURPOSE

STCC has a responsibility to implement information security best practices and to
comply with federal and state laws and regulations related to Information Security
Awareness Training.

The purpose of this policy is to educate users on their responsibility to help protect the
confidentiality, availability and integrity of STCC’s information assets and to ensure that
all personnel are trained on relevant rules, regulations, and best practices for
cybersecurity.

SCOPE

This policy applies to all current STCC non-unit professional (NUP) and newly hired
personnel including: staff, administration, full and part-time faculty, adjunct faculty,
seasonal, temporary, casual, interim, student workers, interns and volunteer employees
and covers all offsite locations.

POLICY

The VP/Chief Information Officer shall implement an enterprise-wide information
security awareness training program and develop appropriate training modules in
collaboration with the Sr. Director of Infrastructure and Security/CISO. The training
course will be administered annually through the KnowBe4 web-based learning
platform.

Annual Information Security Awareness Training:

All NUP personnel will be required to complete annual Information Security Awareness
Training each year withing 90 days, beginning in November of each year. Automatic
email reminders and alerts will be sent to personnel upon enrollment in November, and
reminders will be sent every 30 days, and 7 days prior to the annual course completion
deadline.

All union members (MCCC, AFSCME) personnel will be required to complete annual
Information Security Awareness Training each year, beginning in November of each
year. Automatic email reminders and alerts will be sent to personnel upon enroliment in
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November, and reminders will be sent every 30 days, and 7 days prior to the annual
course completion deadline.

New Hire Security Awareness Training:

All newly hired personnel must complete an initial Information Security Awareness
Training course. This course shall be conducted through the KnowBe4 web-based
learning platform and shall be included in the new hire orientation checklist. The new
hire Information Security Awareness Training course must be completed within 30 days
of new hire orientation. Elevated access privileges, including but not limited to VPN,
shared drives, department accounts, and access to FERPA protected data will not be
granted until the annual training is complete.

The program will include annual training and/or refresher courses for all personnel.
The training shall:

e Explain acceptable use of information technology
e Inform users about relevant policies and standards and risks to information
systems that house STCC data assets
e Educate users on cyber security topics, including but not limited to:
Virus or malicious software (Malware)
Phishing attempts
Social engineering
Application / Operating system vulnerabilities
o Al Risks
e Include periodic phishing training and remedial education as necessary.

o O O O

The awareness program shall be updated regularly by the Sr. Director of Infrastructure
and Security/CISO to align with organizational policies and procedures, and shall be:

e Built on lessons learned from information security incidents and emerging threats
e Ensure that all principles, policies, procedures and training materials are
accessible by all personnel as appropriate.

Completion rates will be tracked and reported to division VP/Deans/supervisors and IT
leadership.

ENFORCEMENT

Failure to comply with this policy may result in disciplinary action under applicable
STCC administrative policies and/or revoked access privileges to VPN, network drives,
shared accounts, and protected FERPA data.
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REVISION HISTORY
This section contains information on the approval and revision history for this policy.

Version | Issued o

Number | Date Approval Description of Changes

1.0 g/2021 | Massachusetts Community College | Recommendation on contents provided by
' Counsel’s Office college counsel

1.1 9/2021 | President’s Leadership Team Policy adoption

1.2 10/2025 | President’s Leadership Team Policy updates and additions
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